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Help Us Celebrate
Emmanuel's
3rd YearAnniversary!

Help us congratulate our Projects
and Implementation Manager:
Emmanuel Thommanuel on his
successful third year at
Connectability.

Emmanuel has played a major
role in troubleshooting and
resolving our
proactively monitoring their
network, and help improving their
productivity by leveraging
technology.

c |

Emmanuel goes above and
beyond to ensure projects are
successful, in order to meet the
expectations of our clients, along
with their constantly changing
business objectives.

We are very T
happy to have *
him on our ~
team and are
excited for the
years to comel!

This monthly
publication
provided
courtesy of Ted
Shafran,
President of
Connectability
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'KEep Your Inférmation Secure

By Using Strong Passwords

We use passwords for just about
everything. Most of us have to enter

a password to get into our computers
and then enter other passwords to
access our email, social media
profiles, databases and other accounts.
Even our cellphones and tablets can
and should be password-protected.

In fact, if you aren’t securing all of
your devices and accounts with
passwords, you should definitely start.
It could help prevent your business
and personal information from
becoming compromised.

Why Passwords?

We use passwords to ensure that those
who don’t have access to our accounts
can’t get access. Most of our devices
hold large amounts of personal
information. Think about the potential
harm someone could do if they gained
access to your personal cellphone.
They would immediately be able to see
all of your contacts, pictures and
applications. They might even be able
to log in to your email, where they

could obtain your banking
information. If this type of access falls
into the wrong hands, it could be
detrimental to your life. Passwords
offer the first line of defence to prevent
others from obtaining sensitive
information.

This becomes even more important if
you own a business. Each of your
employees should be utilizing strong
passwords to access company
information. If your business is not
using passwords - or is using simple
passwords - you could be opening
yourself up to hackers and
cybercriminals. If a cybercriminal
gains access to your company’s private
information through a weak password,
they will gain access to customer
information, which could damage
your reputation and open you up to
lawsuits. That being said, everyone
within your business needs to utilize
complex and unique passwords.

Continued on pg.2
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Continued from pg.1

Making A Strong Password

Not all passwords are created equal. When it comes to
making a strong password, you must think about it. If
you use a password that you can’t remember, then it’s
essentially useless. And if you use a password that’s too
easy to remember, your password probably won't be
strong enough to keep cybercriminals out. Your password
should be long, have a mix of lowercase and uppercase
letters, utilize numbers and special characters, have no
ties to personal information and should not be a word
from the dictionary.

In the grand scheme of things, it's not enough to just
create complex passwords. They also need to be unique.
To that end, you should use a different password for each
and every one of your accounts to help maximize their
effectiveness. Think about it this way: Let’s say you use
the same password across your business email accounts,
social media accounts and bank accounts. If someone
decrypts the password for your Facebook page, they now
have the password for more valuable accounts. If you
can’t tell that your social media account was
compromised, the cybercriminal could try to use that
same password to gain access to more important
accounts. It's a dangerous game that can be avoided by
using unique and complex passwords for every account
you use.

“You should use a different
one of your accounts to help maximize their
effectiveness. "’

[Tc
D
i >
Ce)
<:
c >
EB —_
g =
@]
m-—

o0 M
[T« (D:
(Q. —
>

>

«
m-

>
c>y
O <@
- —c
Q- C >
- m
< Q-
> @
«Q —C
C > [Tk
>
C, -I-
< (et
> O <
- C >
o

(_}
&
{
N
<
El

- g >0 O--
cCoO™ D0

— -

MO SN M Q-
[T¢

O
@ — - ma 2,

Q <0 i M

: )>;

©OMmC
> O\ D:
—
cC Q- B
>Q = O.C
- > m.
5:. m-
> 3)‘&';@-
M- M -
o — >aa & c
c
m- O

—0

—_>
<

M- 3> &

> o
=2Y@N
- cmo
(o]}
> m
>@Q M

OC DO M-
M« O

O e >CSO Om
M- @: M@ ™ O
— = > O C MK
>

N D:

(& (@} 8

(0]l

o0 — @ M

Remembering All Of These Passwords

You may be worried about remembering all of your
passwords if you have to create a unique one for each
of your accounts. Your first thought may be to write
them down, but that might not be the most secure
option. If someone gets their hands on your little black
book of passwords, they’ll immediately gain access to
all of your accounts with a handy directory showing
them exactly where to go. Instead, you should utilize a
password manager to help keep track of all of this
sensitive information.

With a password manager, you only have to worry
about remembering the master password for your
password manager. All of your other passwords will be
securely hidden. Password managers also give you the
option to create random passwords for your accounts to
bolster their security. That way you can have the most
complex password possible without worrying about
forgetting it. Additionally, password managers can also
help you remember the answers to security questions
and more so that you never get accidentally locked out
of one of your accounts. They’re easy to use, convenient
and secure.

Passwords are an important part of your cyber

security plan. Make sure you and your employees

are using complex and unique passwords. It can

also help to implement some training so your
EnibhogelsUuh rstarf'the fn?pBrPanc% Ofbecifie’ © " Y
passwords. When used correctly, passwords will help
deter any would-be cybercriminals from accessing your
sensitive information.
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Unfortunately, rinsing your toothbrush

after brushing is only so effective.

million kinds of bacteria living on your
That’s why Bril was invented.

It might be surprising to hear, but our
toothbrushes are some of the dirtiest
items in our households. There’s a
good chance that there are more than a
toothbrush right now.
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Bril is a portable toothbrush case that
sterilizes your toothbrush after every

use.
It contains an all-natural ultraviolet

light that kills 99.9% of germs on
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easiest way to ensure your toothbrush

inside and close the lid. Bril does the
head stays clean.

have to do is place your toothbrush
rest.

contact. It's simple to use as all you
It’s the quickest, most effective and
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Take Advantage Of Google
Reviews
When you are deciding on a
restaurant to dine at, you might
check the Google reviews to help
with your decision. The same thing
goes for your business. Before people
come in to buy your product or
services, they might check your
Google reviews - so it’s important
that your reviews positively reflect
your business. If you own a
company, you should understand
how Google reviews work and do
everything you can to encourage
customers to leave positive ratings
and comments.

If you haven’t already claimed your
Google business profile, you should
do so immediately. It will allow you
to add pictures and a description so
customers know what to expect from
your business. When customers have

completed a purchase with you,
encourage them to leave a review if
they had a positive experience. Some
customers may need help with the
review process, so teach them how to
leave a review if they have never
done it before. Make sure you thank
customers who leave positive
reviews and try to fix the issues
explained in your negative reviews.
Being a responsive owner will reflect
positively on your business. When
you use Google reviews to your
advantage, you will see a boost in
clientele.

3 Easy Ways To Make Your Mac
More Secure
Data breaches and malware attacks
have been on the rise over the past
few years, so you must take the
necessary precautions to protect your
devices. Below you will find three
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easy ways to make your Mac more
secure.

1 Install a mobile device
management profile so you can
give an administrator remote
access to the device. If your Mac
is ever stolen, you can locate it
and lock it before any of your
data becomes compromised.

f Utilize multifactor authentication
which will require you to confirm
your login on another device.
This adds an extra layer of
security to your Mac.

1 Backup your data to protect
yourself from ransomware
attacks. Consider buying an
external hard drive or a cloud
storage solution and backup
software to do so.
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