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Dear Colleague,  
 
Are you regularly and proactively reviewing your company’s cyber security protections? 
Are you fully aware of all the latest cyber threats and vulnerabilities? How about your IT 
provider or IT team? Do they consistently research and identify cyber protections for your 
organization to invest in? Finally, do you know, with certainty, that you could recover 
quickly from a Ransomware attack or a Data breach?  
 
You might not know the answers to these questions right now. And that’s okay, so long as 
you use this as an opportunity to improve your understanding. And if these questions make 
you nervous, that’s a good thing too. It means you take the security of your network and 
data seriously! 
 
One of the primary reasons I wrote this report is that a lot of CEO’s, CFO’s, and Managers 
are vaguely aware of the Dark Web, and know that they should be paying attention to, and 
investing in cybersecurity protections, but they don’t know where to start.  
 
My name is Ted Shafran, and I’m the President of Connectability and author of “The 
Business Owner’s Common-Sense Guide To Trouble-Free IT”. We’ve been delivering IT 
Support, backup services and cybersecurity protections and consultations to businesses in 
the Greater Toronto Area for over 26 years now. You may not have heard of us before, but 
I’m sure you’re familiar with one or more of the other businesses who trust us to manage 
their technology. A few of their comments are enclosed. 
 
When we first speak with prospective customers, we almost always discuss cyber security 
and the impact of a virus or malware infection. But in our discussions, we’ve found that 
most executives and managers aren’t familiar with the Dark Web and are therefore unable 
to put the necessary protections in place.  
 
Regardless of your industry, how many employees you have, or even your revenue, you are 
ALWAYS vulnerable to a cyber-attack. Hackers don’t discriminate. Whether you are a 
brand-new start up with 3 employees, or a 50-year-old multinational with 5000 employees 
worldwide, you ARE a target. Hackers are equal opportunity criminals. If it’s easy to access 
your systems, you can bet they will.  
 
Ultimately, the goal of this report is to educate you about the Dark Web, the impact on your 
business, and what you can do to minimize it so you end up with the right security tools for 
your business; tools that can help you reduce cybersecurity exposure, limit downtime, and 
improve recoverability, all within a budget that works for you.  
 



 
Dedicated to your success,  
 
 

So, What IS The Dark Web? 
 

To answer that question clearly, it’s important that we first explain how the World Wide 
Web works. It can be helpful to think of the web like an iceberg. When you go to Google and 
enter a search, the results that it shows are part of what is called the “Surface Web”. And 
basically, the Surface Web contains all of the search results available from publicly 
accessible web sites. Effectively, sites on the Surface Web are indexed and visible to search 
engines. The Surface Web represents the area of the iceberg above the water and visible to 
the general public. And just like an iceberg, the “visible portion” – or the “Surface Web” - 
contains only a fraction of the total “mass” of data on the web. That said, it would still take 
several lifetimes to review all this data. Finally, because it is so easy to search and access 
data, the Surface Web is home to very little illegal activity. 

So what do we mean by publicly accessible web sites? Basically, these are web sites that 
require no special tools or credentials to access. Anyone can go to “Amazon.com”, for 
example. But for every publicly accessible web site, there are dozens of private web sites 
that you CANNOT access without special access credentials or even special software tools. 

We refer to these web sites asthe “Deep Web”. The “Deep Web” refers to data that cannot 
be indexed by search engines, and therefore requires knowledge of the URL, a custom set of 
login details, and – in some cases – specialized software. Think of the Deep Web as the 
portion of the iceberg that is underwater and invisible to boats and planes. For example, 
you may need to access a company intranet site that is not visible via Google search. With a 
specific URL and your login credentials, you can access this page from any browser, but you 
need the URL to locate it. Some other examples of data you might find on the Deep Web are: 
medical records, company intranets, online banking pages and web forums requiring 
registration and payment. The Deep Web, like the Surface Web, is home to very little illegal 
activity, outside of the Dark Web, but contains MUCH more data than the Surface Web.  

Finally, there is the “Dark Web”. And the Dark Web is simply a small portion of the Deep 
Web that is only accessible from special browsers, such as TOR (The Onion Router). The 
Dark Web is a hotbed of criminal activity and is not searchable by regular browsers. Think 
of it as the digital black market for pretty much anything you can imagine. Unmarked 
weapons? Check! Stolen credit card information? Check! Social Insurance numbers? Check! 
Drugs? Check! Human trafficking? Unfortunately, check! While the Dark Web CAN be used 
for legitimate purposes, such as avoiding government censorship, it is most often used for 
the sale of stolen goods and information.  

Now that you know what the Dark Web IS, you might be asking yourself why it matters to 
you and your business. You’ll probably NEVER have a reason to navigate to the Dark Web. 



 
But if ANY of your confidential information ends up there, for one reason or another, it 
could result in data loss or theft, financial loss (like a hacker draining your bank account), 
Ransomware, fines for non-compliance, extensive downtime and lost productivity, and 
even bad PR.  

Take this example. One of your employees receives an email asking them to log into your 
online banking to confirm their credentials. Unbeknownst to your employee, the email is 
actually a “phishing” attack meant to mimic the legitimate emails you receive from your 
bank. The employee, sensing nothing wrong, clicks on the link and enters their password 
and username.  

Now the cyber-criminal has that employee’s email address and password, which they can 
use to access your bank account, or sell to the highest bidder via the Dark Web. And 
because so many people use the same password for everything, there is a good chance the 
hacker now has access to your social media pages, your CRM system, your email account, 
and more. But even if you use different passwords for everything, you don’t know that 
you’ve been breached until someone uses your information maliciously by emptying your 
accounts, changing your passwords and locking you out, sending spam emails from your 
account, or even perpetrating attacks on other businesses using your IT systems.  

The question is: how can you protect yourself?  

 

How Hackers Use The Dark Web 
And Why It Matters To You 

 

Now that you know what the Dark Web is, it’s important that you understand how hackers 
and cyber criminals use it, and how it could impact your business.  

To access the Dark Web, a hacker must first download Tor – the anonymous browser I 
mentioned above. As the name suggests (TOR stands for “The Onion Router”), this browser 
passes requests through multiple “layers” of proxy servers around the world, making it 
impossible to identify your IP address. In effect, this makes their activities on the Dark Web 
completely unidentifiable and untraceable.   

Once they are in, these cyber criminals act as buyers and sellers. Some Dark Web sites focus 
on the illegal sale of physical items like weapons, drugs, and even people, while other sites 
are more interested in the sale of data.  

For example, some Dark Web sites sell stolen credit card information. In fact, they offer 
multiple options: you can purchase verified cards, or unverified cards. You can even 
differentiate between the TYPE of card you want to buy, whether that is personal or 
business. So, if you’re a criminal looking for a verified card with a high credit limit, you can 



 
specifically look for business cards, as banks don’t monitor spending as closely as they do 
on personal accounts.  These sites also specialize in the purchase of confidential 
information like usernames, passwords, social insurance numbers, and even bank account 
numbers.  

Ultimately, there are many ways a hacker can gain access to this information. They could 
access it through a phishing attack, a vendor breach, social engineering, etc. So, while you 
need advanced cybersecurity solutions in place now, how would you know if your data 
WAS breached and accessible on the Dark Web?  

This is ultimately the reason the Dark Web matters to your business. Your credentials can 
be breached in any number of ways, by any member of your team. If just ONE password is 
breached for a critical account and ends up on the Dark Web, your entire organization 
could be compromised. If you don’t even KNOW you’ve been breached, how can you take 
the necessary precautions to secure your business? The simple answer is: you can’t. 

I wrote this report for this specific purpose: to educate business owners and executives of 
the need for ongoing monitoring. If your data ends up on the Dark Web, you need an early 
warning system so you can change passwords, engage your IT provider, and determine 
where you are vulnerable, BEFORE you are breached – not after it’s too late. We will touch 
on Dark Web Monitoring in a later section of this report. 

 

How Compromises Originate And 
The Biggest Threat To Your Business: 

 
Hint: It’s NOT Just Cybercriminals You Should Be Worried About 

 
Many business owners erroneously think cybercrime is limited to hackers based in China 
or Russia; but there is overwhelming evidence to suggest that disgruntled (or distracted) 
employees, both at your company and your vendors, can cause significant losses due to 
their knowledge of your organization and access to your data systems. Now I’m not saying 
that hackers and cyber criminals are NOT of concern. You need to ensure that you have 
systems in place to minimize the chances of someone outside your organization accessing 
your data and network.  What I AM saying is that while you still need to consider these 
malicious actors, you also need to make sure solutions are in place to protect against the 
intentional, or accidental, actions of your team.  
 
So, let’s explore the most common types of attacks and compromises, how they originate, 
and the impact of each. 
 



 
• Phishing attacks: This is the most common vector for a data breach. Hackers send 

malicious emails disguised to look legitimate to members of your team and request 
an action. That action could be to navigate to a provided URL to enter or reset 
credentials, download or open a specific attachment, transfer funds to an account, or 
reply with additional information. For clarity, “phishing” is just the method hackers 
use to get your information or get you to download viruses or malware. If you follow 
the instructions, the impact on your business could be MASSIVE. You could 
experience a Ransomware infection, data theft, data loss, your bank account could 
be drained, and your business could be subject to major fines and penalties for non-
compliance. You could even be sued by a current customer whose information was 
exposed. Phishing attacks are common, and there is no way to protect yourself with 
100% certainty. If your employees don’t know how to spot phishing attempts, and 
they expose key credentials, a worst-case outcome is that your company could be 
forced to close your doors for good. In a moment, we’ll talk about what you can do to 
minimize the likelihood of falling for these threats.  

• Social engineering: This is another common method that criminals use to gain 
physical, or virtual access to your systems. Basically, social engineering is the 
practice where hackers and cybercriminals exploit human psychology, rather than 
technical expertise, in order to gain unfettered access to your office building, 
systems or data. Instead of a hacker “brute-forcing” their way into your systems or 
building, or sending you a phishing email asking you to provide your password, a 
social engineer might instead call an employee directly, acting as an IT person, 
consultant, authority figure (police officer or auditor), or even another member of 
your team with the aim of tricking them into providing their password or other 
confidential information. It might sound easy to spot these types of requests, but 
because hackers spend so much time snooping around and learning about you and 
your company, they are often very convincing. Given the abundance of personal 
information online, they might be able to learn a lot about you before they ever pick 
up the phone. Anyone with a Facebook, Linkedin, Instagram or Twitter account can 
verify your birthday, find out the names of your significant other and children, learn 
about your likes and dislikes, and find out who you spend your time with. Even if 
you lock down your social media accounts, hackers can still find their way to this 
data. Social engineering is often used to gain physical access to your office or data 
center. The social engineer might ask you to hold the door, claiming that they don’t 
have their key or access card with them. It may seem like a normal request, but this 
is a common tactic social engineers use to get in. Even if you have all of the cyber 
security and physical security protections in the world, it might not be enough to 
prevent an employee from letting in a social engineer. That’s where educating your 
employees comes into play. I’ll cover that more in a moment.  

• Malware: Malware is a term used to describe any software program designed to 
intentionally cause damage to your computers, servers or an entire network. 
Malware comes in many forms including spyware, Ransomware (see below), 



 
viruses, worms, trojans, and footholds. Each Malware program is different. So, while 
one might wipe all your data, another may sit dormant on your computer for 
months or even years before any malicious action is taken. Those types of infections 
are called footholds because a hacker has a foot in the door of your network that 
they can exploit whenever they see fit. Malware could be the result of an employee 
falling for a phishing attack, social engineering, or simply navigating to an unsafe 
web page. The impact of malware is difficult to assess because there are so many 
different types that all have different aims. At a minimum, a malware infection could 
cause serious damage to one of your employee’s computers (and ultimately their 
productivity). In the worst case, it could damage your entire network and make it 
impossible for anyone on your team to access your data, often for an extended 
period of time.  

• Ransomware: Ransomware is a particularly nasty type of malware. Once installed 
on a single computer, it can permeate your network, and encrypt the data on ALL of 
your computers and servers. It can even infect your backups if you have on-
premises backups connected to your network, such as a portable hard drive or NAS 
device. In order to get your data back, you must pay a “ransom” requested by the 
hacker. The value of that ransom request depends entirely on what the hacker 
believes they can reasonably get from you. If you are a large business, they will 
likely ask for more than from a mom-and-pop shop. The ransom request could be 
anywhere from $10,000 all the way up to $1,000,000 or more for large businesses. 
More concerning, even if you DO pay, what guarantee do you have that they will 
actually restore your data? As the old saying goes, “there’s no honour amongst 
thieves”. Even if they do restore your data, how can you be sure that they won’t 
notify their buddies that you’re a good “mark” since you paid the ransom? But what 
choice do you have? How long could your business truly survive without any of your 
critical data? That’s one reason many businesses end up paying the ransom. 
Ransomware attacks can originate in many different ways. It could be the result of 
someone falling for a phishing attack, or social engineering, or maybe an employee 
simply used their work computer to download music or movies from a malicious 
site that contained malware. There are too many methods of breach to list here, but 
simply put, the more your team knows about cyber security, and the different 
methods used by hackers, the more likely you are to avoid a Ransomware attack.  

 
This certainly doesn’t cover every type of compromise or method hackers use to gain 
access to your systems, however, it should give you a better idea of what you can expect in 
the unfortunate event that you are breached.  
 
Now that you know how breaches happen, and how they might impact your organization, 
it’s important that you know how to protect yourself. We will cover more advanced cyber 
protections later on in this report, but let’s start with the most common attack point – your 
team.  



 
 

Cybersecurity Training? 
 

Your team has an important role to play in the security of your business, and it goes beyond 
changing passwords and ensuring that you have antivirus software in place. You need to 
take a holistic view of cybersecurity and understand that even the best protections in the 
world are flawed.  

In order to stay secure, now and in the future, it requires a consistent and ongoing effort to 
train your employees on cybersecurity. I’m not suggesting you hold a weekly “all-hands” 
meeting to discuss cybersecurity and educate your staff. That would be disruptive and 
reduce your team’s productivity. But you can’t ignore it either.  

One of the best ways to ensure that everyone on your team stays up-to-date on the latest 
cyber know-how is to subscribe to one of the many Employee Cybersecurity Training tools 
that are growing in adoption. There are many different options out there including 
KnowB4, Webroot Cyber Security Awareness Training and Bullphish to name a few. But 
since there are so many options, here are 2 components you should demand in any cyber 
security training tool:  

1) Does it include self-paced training? This is important for a couple of reasons. 
First, your staff need to be able to do training on their own time. It’s always difficult 
to coordinate large, multi-departmental training sessions, so your team should be 
able to learn when they have a free moment. The second reason is that training 
needs to be ONGOING. One-time or even annual training is okay, but most of what is 
learned doesn’t stick. Conducting regular training keeps your cyber security muscles 
in shape, and makes it clear to your team that awareness matters.  

2) Does it include a phishing simulations tool? How do you know which of your 
employees needs more cyber security training without testing them? A simulation 
tool allows you to send out emails that mimic the types of phishing attacks sent by 
hackers and cyber criminals. The emails look legitimate but if you know what to 
look for, they contain clues that they aren’t. If employees open the email, reply back, 
open a link, or enter their information once they navigate to a link, your team is 
notified so that you can ensure the employee receives the remedial training they 
need. Our general recommendation is to conduct phishing simulations at a 
minimum twice per year, but quarterly is even better. Many of these tools allow you 
to stagger the delivery of these message so everyone in your organization doesn’t 
receive them at the same time. This prevents the “prairie dog effect” where 
employees warning one another that they have received a phishing email.  Once you 
have the results, you can make sure that those employees who fail the test receive 
additional training so that they don’t fall for the next attack.  



 
While every cyber security training & awareness tool offers slightly different functionality 
and pricing, we believe that ANY training tool is better than nothing. We still recommend 
looking for a solution that includes both self-paced training and a phishing simulation tool, 
but here’s a word of caution. The best solution on the market won’t help unless you are 
religious about reviewing the results of phishing simulations, and ensuring your team is 
progressing through their self-paced learning. Your team needs to understand that cyber 
security is a key priority of your business and something they must be aware of.  

 

How To Spot Phishing Attempts 
BEFORE You Click The Link 

 

Assuming you follow the recommendation above and opt for a cyber security training 
solution, this information will be included as part of the self-paced learning. Regardless, 
here are the 5 key tips you can use to identify a phishing attempt BEFORE you or your staff 
click on the link:  

1) Inconsistencies in email address, links and domain names: very often when a 
hacker sends a phishing attempt, it might appear to come from someone you know. 
So, for example, let’s say it appears that you’ve received an email from your boss 
John Smith. The displayed name is correct, but if you look at the email address at the 
top of the message, it might look completely different from his legitimate email. It 
could be something like: email1205domain@sender.com or any other random 
string of words and numbers. That’s a dead giveaway that the message isn’t 
legitimate. But even if the email LOOKS legit, you still want to make sure that the 
email domain name (@companyname.com) matches any links in the message. If the 
sender’s email is jsmith@financecorp.com then the link should match pretty closely. 
If the link is www.webpage.com/4gteyj65553g359, chances are it’s a phishing 
attack.  

2) Spelling and grammatical errors: Since many phishing attacks originate in non-
English speaking countries, phishing emails will often contain obvious spelling and 
grammatical errors. This isn’t to say that legitimate emails from your bank or 
accountant will NEVER contain spelling errors, but the chances are significantly less. 
If the email contains a number of spelling errors, or seems strangely worded, this 
could be a sign that it is a phishing attempt. One other note: if your bank or someone 
in your company does email you, they will use your name. Phishing attacks can often 
be caught by looking at how the message begins.  

3) The request: If you receive an email from your bank, or Google, or Amazon asking 
you to confirm your credentials, it’s important to ask yourself why they would need 
this information. The bank will NEVER ask you to confirm your credentials via 
email. Nor will Google or Amazon. They already have this information. The only case 

mailto:email1205domain@sender.com
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where you MIGHT receive that kind of email would be when you have logged into an 
account on a new computer. And even then, you wouldn’t be asked to confirm 
anything. It’s more for your reference so you can lock the account if you weren’t the 
one who logged in. Either way, this kind of request should ring alarm bells.  

4) Suspicious attachments or links: If you receive an unexpected email from a 
vendor, a client, or even a colleague that contains a suspicious attachment or link, 
don’t open it unless you are 100% certain it is legitimate. Phishing emails often 
include attachments or links to webpages that contain viruses and malware that 
automatically download when opened. If you aren’t sure if the attachment is 
legitimate, we suggest giving the vendor, client, or colleague a call to confirm. If it is, 
no harm no foul, but if it isn’t, you’ve just saved yourself from a potential breach. If 
you aren’t sure about the legitimacy of the URL, try finding the webpage on Google. 
That way you won’t accidentally download a virus onto your network.  

5) Sense of urgency: Many phishing attempts will try to create a sense of urgency 
around the request. So, for example, you might receive an email from a merchant  
who threatens to deactivate your account if you don’t follow a link, enter your login 
credentials, and take action (generally by updating your credit card). Or, maybe you 
get an email from your “boss” asking you to wire funds ASAP to a specific bank 
account.  These might SEEM legitimate, but it’s worth asking yourself a couple of 
questions: 1) Is this typically how this contact handles these types of 
communications, and 2) If I assume this is legitimate and it isn’t, how could that 
impact the business? In general, we recommend calling the merchant, or your boss 
to confirm. That’s the only way to be sure you won’t fall for a hacker’s scheme.  
 

The 7 Most Critical Tools To 
Protect Your Business From The Dark Web 

 

At this point you should have at least a basic idea of what the Dark Web is, and why it 
matters to your business. We’ve also spent some time covering the significance of ongoing 
staff cybersecurity training, and some methods for recognize phishing attacks. But as with 
most things cybersecurity-related, there is no single tool or approach capable of protecting 
you against every threat with 100% certainty.  

That’s why what I am about to cover is so important. It will give you clarity on the top 7 
protections you MUST have in place TODAY to protect your business against exposure on 
the Dark Web, phishing attacks, data breaches, and extended downtime. For the purpose of 
this report, I have assumed that you already have business-grade Antivirus software 
installed on all workstations (laptops and desktops), and servers. If you don’t, that is a good 
first place to start.  



 
1) Dark Web Monitoring: Since we have spent so much time discussing the Dark Web, 

this seems like a good place to start. Regardless of how careful or educated you are, 
or how much time you spend training your employees, it’s still possible that a 
hacker could gain access to important credentials and use those to breach your 
systems. And because so many people use the same passwords for pretty much 
everything (or a variation of the same password), if one of your accounts is 
breached, it’s very possible that a hacker can break into your other accounts as well. 
Credentials may float around for some time before they are purchased and used 
maliciously, so it’s important that you identify WHEN credentials are exposed so you 
can make the necessary changes to protect yourself.  There are several inexpensive 
monitoring tools available that are capable of scouring the Dark Web and can 
determine whether any of your credentials (passwords, usernames, banking details, 
SIN, and more) are on the Dark Web. If they are, you get an email ASAP with 
information about the breach, so you can lock down your accounts. If you do get 
notified, make sure you address EVERY relevant account. If you use a similar 
password for any of your other accounts, make sure you change these passwords as 
well. Tracking passwords can be a pain, but there are plenty of inexpensive 
password managers out there that can help you with this. 

2) Email Filtering: As I mentioned above, cybersecurity training is an important first 
step to protect against phishing attacks. That said, the more spam your team 
receives, the more likely it is that someone will make a mistake and click on the 
wrong thing.  A good email filter should significantly reduce the amount of 
spam/phishing emails your team receives, which will go a long way toward 
protecting your organizations against data breaches and Ransomware. One word of 
advice: while spam filters are a useful tool, they can’t catch every single spam email. 
If you are using an email filtering tool and are still receiving a lot of spam, the filters 
can be tuned, but this can sometimes result in legitimate emails being blocked. 
There is a fine balance between blocking as much spam as possible and blocking 
legitimate emails. Make sure you work with your IT provider to find that balance.  

3) Business-grade Firewall: Anyone with an Internet connection will have a modem 
supplied by their Internet Service Provider that is responsible for connecting your 
office to your provider’s network. These standard ISP supplied modems are 
sometimes called routers, but the difference between a consumer-grade router and 
a firewall specifically designed for businesses is huge. While that router will direct 
Internet traffic, it doesn’t provide much in the way of security. A business-grade 
firewall, on the other hand, protects the perimeter of your network. It prevents 
unwanted actors from poking around in your company’s network, accessing your 
files, locking you out of your systems, or even using your infrastructure to inundate 
other businesses with spam, ultimately getting your email accounts shut down. A 
business-grade firewall can do everything your router can, but the main benefit is 
that it prioritizes security, remote access, and scalability, while a router focuses only 
on providing a basic connection. If you don’t have a business-grade firewall, it’s time 



 
to get one. The right solution will depend on your unique technology needs and the 
size of your company, but in general these devices involve a modest one-time 
purchase fee along with a monthly subscription/monitoring fee. If you work with a 
Managed Services Provider, they may or may not include the monthly fees within 
their pricing.  

4) Password policies: It pays to have a password policy. As I mentioned above, a lot of 
people have a tendency to use the same password (or an alteration of the same 
password) for EVERYTHING. It’s understandable. We all have numerous accounts to 
keep track of, and it’s impossible to remember all your various passwords and 
usernames. For maximum security, you need to use different passwords for your 
different account. And that means that you need a password manager, and a 
password policy in place for your entire company. Here are 2 suggestions:  

a. Reset passwords every 90-180 days. Your password policy can be 
configured to automatically require your employees to reset their passwords 
every 90-180 days, depending on your corporate policy. This will ensure that 
if credentials are breached, that they are changed regularly to prevent access.  

b. Enable password complexity and encourage passphrases: You will also 
want to ensure that your password policy is configured to include some 
complexity requirements. Those could include the following: minimum 
length, use of upper and lower case characters, use of numbers, and use of 
special symbols. You can also choose policies so that no one can use the same 
password multiple times. Our more recommendation: set minimum security 
requirements, but instead of using passwords, use “passphrases”. A 
passphrase is like a password, but longer and more secure. In effect, it acts as 
encryption for your accounts. For example, let’s say you use your son’s name 
and birthday for your password, and you include symbols as well to increase 
your security. Your password might be: Jonathan0115! With a passphrase, 
you might use the same information, but because it includes spaces and other 
grammar and spelling it becomes much more difficult for a hacker to “crack” 
your password. Based on the example above, your new password might be: 
Jonathan’s birthday is on January 15th. The longer the passphrase/password, 
the harder it is to break.  

5) Two-factor authentication (2FA): Enabling two factor authentication (also called 
2FA or Multi-Factor Authentication (MFA)) on any account that offers it is a GREAT 
way to secure your accounts. If you’re not familiar with the concept, it basically adds 
an additional step to log-in to your accounts. For example, if you were to enable 2FA 
on your email, you would be required to enter your email password, along with a 
revolving code available from an app on your cell phone. To access your account, 
you not only need your password, you also need that code only available from your 
cell phone. The only way anyone can access your accounts is if they have your 
password, and your phone, which is unlikely. 2FA is also easy to set up. The main 
challenge here is tuning 2FA so it isn’t disruptive to your workflow. If it is 



 
configured too rigidly it can slow down your team and add extra effort. Your 
Managed Services Provider should be able to walk through this with you and help 
ensure it is set up with your organization in mind. That said, expect there to be some 
complaints and “growing pains” around this as your team gets used to a new way of 
doing things.  

6) Backup: This is so important that I could write an entire report on this section 
alone. Regardless of how many protections you have in place, or how much you 
invest in your cyber security, it is STILL possible that your business could fall victim 
to a cyber-attack or data breach. And if that happens, how long would it take to 
recover your data and get back up and running? Well, the answer is, it depends: on 
the speed of your Internet connection, the amount of data you have, where your 
data is stored, and how your team accesses it. This includes data on your server, 
NAS drives, cloud storage applications, and even your email data. If some, or all, of 
your data is lost or encrypted - as it is with a Ransomware infection - how easily can 
you get back up and running? Speak to your IT provider. Many businesses are 
shocked to learn that it would take days or even weeks to recover from a 
Ransomware attack. The worst time to realize your backups aren’t sufficient is when 
you truly need them.  

7) Advanced Threat Detection: The final tool that we recommend is something called 
Advanced Threat Detection (ATD for short). ATD is similar to antivirus software, but 
it has some significant differences. The main difference is that an Antivirus program 
is focused on looking for specific patterns or programs in order to identify threats. It 
contains a frequently updated database of threats and viruses, and whenever it 
identifies something that looks like one of those threats it is blocked or quarantined 
for removal. An ATD tool instead looks for “footholds” and other vulnerabilities on 
your computer and network. A “foothold” is when a cyber-criminal accesses your 
computer or company network and establishes a quiet connection, or foothold, that 
they can use to enter in the future. It lays dormant until the hacker decides to make 
their next move. ATD solutions are able to detect vulnerabilities in your computer or 
network configuration, identify any footholds, eliminate them, and provide steps for 
locking down your systems going forward. You still need AntiVirus, but Advanced 
Threat Detection takes this concept one step further.  

 

A Final Word… 
 

I hope you have found this guide informative and I hope it has shed some light on the Dark 
Web, and how it could negatively impact your business. As I mentioned in the opening of 
this report, my purpose in providing this information was simply to help you understand 
how the Dark Web works, and to ensure your business understands what vulnerabilities 
exist and how you can protect yourself.  
 



 
If you have any additional comments or questions, we welcome them! Have an idea to make 
this guide even more helpful? Let us know! And, of course, if you are looking for someone 
you can trust to take over the care and maintenance of “all things digital” in your office, 
we’d love the opportunity to 
EARN your business. 
 
Below you will find information on how to request a FREE Dark Web and 
Cybersecurity Assessment. This is, of course, provided for free, with no obligation 
and no expectations on our part. I want to be clear that this is NOT a bait-and-switch 
offer or a trick to get you to buy something. My reputation for running an honest and 
trustworthy business is something I hold very dear. I would never jeopardize that in any 
way. So why are we offering something like this for free? 
 
Two reasons: 
 

1. We are simply offering this service as a risk-free “get to know us” offer to people we 
haven’t had the pleasure of doing business with. Again, our goal is to allow you to 
make a more informed and confident decision – and offering this is one way we can 
help you better evaluate us. 

2. This will allow us to determine if we even CAN help you. Obviously, we can’t help 
everyone, and our services might not be a good fit for you. Conducting this 
Assessment enables us to do a small project for you to help you evaluate whether or 
not we’re the right company for you without risking your money. 

 
Looking forward to your call! 
 
The Team at Connectability, 
Phone: 416-966-3306 
Web: www.connectability.com 
 
 

FREE Dark Web And Cybersecurity Assessment For All 
Prospective Clients Who Want To Put Us To The Test! 

 
As a prospective customer, we would like to offer you a FREE Dark Web and 
Cybersecurity Assessment ($697 value). During this assessment we will perform a 
comprehensive audit of your network to understand what security tools you have in place 
now, where you store your data, what backup solution you have in place and whether it 
will meet your recoverability objectives. We will also scan the Dark Web to determine if 
any of your credentials are currently for sale. If anything is found, we will provide you with 
a report so you can change passwords ASAP. At the completion of the assessment, we will 
be able to provide you with a Report of Findings that outlines any issues we have identified 
and provides our recommendations for addressing those concerns. You aren’t required to 

http://www.connectability.com/


 
work with us to implement these recommendations, but if you would like some assistance, 
please let us know and we would be happy to help.  
 
We will: 

• Audit your network to identify what security protections are in place currently.  
• Review your firewall configuration to ensure access is locked down to ONLY 

relevant employees  
• Scan the Dark Web and provide you with a report identifying any concerns.  
• Review your password policy to determine the frequency, and any complexity 

requirements.  
• Review where data is stored to determine how it is backed up and protected. (ie. 

Cloud data, NAS drives, cloud storage apps, email, etc.)  
• Assess your current backups to ensure they are working correctly 
• Review your physical environment for environmental issues like flammable 

materials in your server room, loose or cut cables, dust, water leaks, and extreme 
heat.  

 
 

Why Should You Care About This? 
 

Because an ounce of prevention is worth a pound of cure. We have seen FAR too many 
situations where a business is down for days, or even weeks at a time simply because they 
thought that they had all the protections they needed, or that they were too small for a 
cyber criminal to target them.  
 
Unfortunately, hackers look for the low-hanging fruit, so if your network is unsecured, or 
your employees aren’t well-trained, you might be a target. Worse still, even if you ARE 
breached, you might not know until a hacker uses your credentials maliciously by logging 
into your bank account and draining your accounts, or by logging into your server and 
locking you and your entire team out of your systems.  
 
At the end of this assessment, you will know, with certainty, whether your current security 
tools can protect you against data loss, theft, viruses and malware. You will also know how 
quickly you can get back up and running in an emergency. And if we identify any issues or 
concerns, we will provide customized recommendations for closing any security gaps 
we’ve identified and improving time to recovery.   
 
With our FREE Dark Web & Cybersecurity Assessment, you will find out if your business 
has the protections you need to keep threats out, stay secure and support your client base. 
If you don’t you’ll learn what you can do to shore up any deficiencies.  
 
How To Request Your FREE Dark Web & Cybersecurity 

Check-Up? 



 
 
Connecting with us is easy! Call us at: 416-966-3306, email info@connectability.com or go 
to our website to schedule a meeting. Visit 
https://www.connectability.com/darkwebassessment/.  
 
Just enter your information and someone from our team will be in touch with you as soon 
as possible to schedule. That’s it! 
 

 

Read On To Hear What Our Clients Have To Say:  
 

“Connectability was a great discovery! They’re responsive, professional, and… 
“Always looking for new productivity and cybersecurity tools for their clients. If 
you’re looking for reliable IT support services for your business we highly 
recommend you give Connectability a call!” 

Ari Weinberg, 
President 
O’Doughs 

 
 
“We have worked with Connectability for nearly 20 years. In that span of time 
we have never had a problem that Connectability couldn’t solve.” 

“They are very responsive in crisis situations and we have always been very 
satisfied with their solutions. We operate outside of standard business hours and 
Connectability has provided support in evenings, on weekends and even holidays. 
Their technical support is exceptional and as a reseller of industry standard 
computer hardware, their prices are very competitive. We consider them an 
integral part of our organization and continue to rely on them as a provider of 
support for our mission critical computer infrastructure.” 
 
Marian Bukal, 

           IT Director 
           DVI Lighting Ltd.  

 
 
 

https://www.connectability.com/darkwebassessment/


 
“We engaged Connectability early in 2015. We have been very happy so far.” 

“The response time is swift and staff are very knowledgeable. I like the way 
Connectability offers multiple solutions to issues. It makes the decision process 
easier – who doesn’t want that when it comes to their IT concerns?” 

Cathy Matyskiel 
Office Manager 
MD+A Health Solutions 


	Dark Web Report Cover
	Dark Web Monitoring Report

